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Abstract

The complexity of technological risks and cyber security risks with a major sig-
nificant impact on fundamental rights and freedoms arising from the adoption of new
artificial intelligence technologies calls for the implementation of specific regulations
adapted to the rapid pace of technological innovation and the continuous evolution of
threats in this area. The proposed study will focus both on the critical analysis of the
regulatory and institutional instruments for regulating artificial intelligence as one of the
so-called disruptive technologies and on the challenges faced by regulators. Methodo-
logically, the research will involve the identification and analysis of the risks associated
with Al technology, followed by a systematic assessment of the mandatory (hard law) and
non-mandatory (soft law) legal instruments applicable to the field, as well as proposed
governance system proposals, in order to identify similarities and juxtapositions. In ad-
dition, synthesising the views expressed in legal doctrine will make an important contri-
bution to analyse and understand the challenges to regulation and governance posed by
new digital technology. By analysing from different perspectives, the proposed regula-
tions to prevent risks associated with artificial intelligence, the scientific contribution
brings into question possible directions for the future regulatory framework.
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1. Introduction

Artificial intelligence technology is a catalyst for the ‘fourth industrial
revolution 2, as the digital revolution has been called, being a central element of
the digital transformation of society, representing a cultural change as much as a
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2 The concept introduced by Klaus Schwab in The Fourth Industrial Revolution, World Economic
Forum, 2016, the document is available online at https://law.unimelb.edu.au/__data/assets/pdf_file
/0005/3385454/Schwab-The_Fourth_Industrial_Revolution_Klaus_S.pdf, accessed on 27.02.2024.
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technical one®. Recent studies® note the potential of artificial intelligence technol-
ogy to grow the global economy, with an estimated total economic impact by
2030 of $15.7 trillion (representing a 14% increase in global GDP), but this will
require strategic investment in different types of artificial intelligence technolo-
gies.

The main feature of artificial intelligence technology is to solve tasks
typical of human behaviour by applying algorithmic programs (analytical, pre-
dictive, classification) to large volumes of computer data (including both personal
and non-personal data). Artificial intelligence applications are designed to oper-
ate with different levels of autonomy. In practice, they improve the speed, accu-
racy and effectiveness of human efforts and are used in most fields. Artificial
intelligence systems can be software only, operating in the virtual world (e.g.
voice assistants, image analysis software, search engines, voice or facial recogni-
tion systems) or artificial intelligence can be embedded in hardware devices (e.g.
advanced robots, autonomous vehicles, drones or the Internet of Things/IoT ap-
plications)®.

As a computing environment, artificial intelligence is both technically
and legally complex. From a technical point of view, the architecture of artificial
intelligence involves a set of technologies combining IT infrastructure, data, al-
gorithms and computing power. The performance of artificial intelligence is de-
pendent on interaction with other emerging technologies such as Big Data, Cloud
Computing or Quantum Computing. From a legal perspective, artificial intelli-
gence is a computing environment that brings new types of threats to the cyber-
security landscape by extending existing threats or introducing new ones®. The
artificial intelligence environment has allowed cyber actors to expand their attack
surface, targeting cyber attacks on artificial intelligence models by exploiting
their vulnerabilities affecting the confidentiality, integrity and availability of the
data and information systems they interact with. In addition, technological risks
related to potential opacity, possible errors, algorithmic discrimination and lack
of explainability increase the threat to fundamental rights and freedoms.

3 Ryan Calo, Kate Crawford, There is a blind spot in Al research,” Nature’ 538, 2016, pp. 311-313,
the document is available online at https://www.nature.com/articles/538311a, accessed on 27.02.
2024.

4 PWC, Sizing de prize. What's the real value of Al for your business and how can you capitalise?,
2017, the document is available online at https://www.pwc.com/gx/en/issues/data-and-analytics/
publications/artificial-intelligence-study.html, accessed on 27.02.2024.

5 European Commission, Communication from the Commission to the European Parliament, The
European Council, The Council, The European Economic and Social Committee and The Commit-
tee of the Regions — Artificial Intelligence for Europe, COM (2018) 237 final, Bruxelles,
25.04.2018, p. 2, the document is available online at https://eur-lex.europa.eu/legal-content/EN/
TXT/PDF/?uri=CELEX:52018DC0237, accessed on 27.02.2024.

6 Pupillo Lorenzo, Fantin Stefano, Ferreira Afonso, Polito Carolina, Artificial Intelligence and Cy-
bersecurity. Technology, Governance and Policy Challenges, Centre for European Policy Studies
(CEPS), Brussels, 2021, the document is available online at https://www.ceps.eu/ceps-publica-
tions/artificial-intelligence-and-cybersecurity-2/, accessed on 27.02.2024.
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The Al Incident Database’ now identifies over 500 cases globally where
recently deployed artificial intelligence systems have produced unexpected re-
sults in the real world, affecting fundamental rights and freedoms.

Technological and cybersecurity risks arising from the use of artificial
intelligence systems have led to an upsurge in the adoption of preventive regula-
tory frameworks at global, regional, national or sectoral level.

This new technology represents a major advance in the field of technol-
ogy and is the focus of legal scholarship exploring its legal implications, with
previous scholarly approaches generally focusing on a particular study of ethical
frameworks or legal mechanisms or the impact on fundamental rights and free-
doms, without an integrated approach to the landscape of regulatory and govern-
ance frameworks for artificial intelligence, which is absolutely necessary to iden-
tify possible overlaps and juxtapositions. This interdisciplinary study takes a
comprehensive look at the adequacy and limitations of existing ethical and legal
frameworks related to artificial intelligence technology, with the aim of evaluat-
ing and improving its associated practices and regulations. The article is further
organised as follows: Section 2 examines the regulatory landscape of artificial
intelligence, Section 3 will be oriented towards the analysis of the main proposed
governance systems with respect to the environment and artificial intelligence
technology, in the perspective of preventing risks associated with them, and in
the last section we will cover the conclusions of the study.

2. Regulating artificial intelligence

As in the past, uncertainty about the potential impact of new technologies
and an existing legal framework not adapted to new socio-technical scenarios has
been the main reason for legislative bodies to regulate®. The debate on the regu-
lation of artificial intelligence is still fluid globally and legislative initiatives are
at an early stage and fragmented.

As a result of technological progress and the growing impact of artificial
intelligence on fundamental rights and freedoms, governments and international
organisations have begun to focus on establishing ethical and legal frameworks
for the use and development of this technology. These initiatives are criticised,
on the one hand, for being premature given the early stage of development of the
new technologyg, and, on the other hand, for the unknown and difficult to control

7 Sean McGregor, Preventing Repeated Real World Al Failures by Cataloging Incidents: The Al
Incident Database, the data are available online at https://incidentdatabase.ai/apps/incidents/, ac-
cessed on 29.02.2024.

8 Gary E. Merchant, Braden R. Allenby, Joseph R. Herkert, The Growing Gap Between Emerging
Technologies and Legal-Ethical Oversight, The International Library of Ethics, Law and Technol-
ogy, 2011, volume 7, the document is available online at https://link.springer.com/book/10.1007/
978-94-007-1356-7, accessed on 02.06.2023.

° Calo Ryan, Peeping HALs: Making Sense of Artificial Intelligence and Privacy,” European Journal
of Legal Studies’, 2010, 2, 3, the document is available online at https://hdl.handle.net/1814/15123,
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risks .

The instruments adopted at the level of international bodies have focused
initially on establishing principled ethical standards in the design, development
and use of artificial intelligence, and more recently on regulatory and standardi-
sation initiatives based on risk assessment.

Since 2016, there has been a real effervescence in the adoption of ethical
frameworks on artificial intelligence from intergovernmental agencies (OECD™,
Council of Europelz, European Union®®, UNESCOY, G20%), government bodies®®,

accessed on 08.06.2023; Gary Marchant, Lucille Tournas, Carlos Ignacio Gutierrez, Governing
emerging technologies through Soft Law: Lessons for Artificial Intelligence, 07.12.2020,” Jurimet-
rics’, vol. 61, Issue no. 1 (Fall 2020), the document is available online at https://papers.ssrn.com/
sol3/papers.cfm?abstract_id=3761871, accessed on 16.01.2023; Ryan Hageman, Jennifer
Hudlleston, Adam Thierer, Soft Law for Hard Problems: The Governance of Emerging Technolo-
gies in an Uncertain Future,” Colorado Technology Law Journal’, 05.02.2018, the document is
available online at https://papers.ssrn.com/sol3/papers.cfm?abstract_id3118539, accessed on 08.
06.2023.

10 Buiten Miriam, Towards Intelligent Regulation of Artificial Intelligence, 29.04.2019,” European
Journal of Risk Regulation” 10(1), 2019, pp. 41-59, the document is available online at https://
www.cambridge.org/core/journals/european-journal-of-risk-regulation/article/towards-intelligent-
regulation-of-artificial-intelligence/AF1AD1, accessed on 13.12.2022.

11 OECD, Recommendation 0449 of the Council on Artificial Intelligence, 22.05.2019, the docu-
ment is available online at https://oecd.ai/en/assets/filessfOECD-LEGAL-0449-en.pdf, accessed on
06.06.2023.

12 The Council of Europe, European Commission for the Efficiency of Justice (CEPEJ), European
ethical Charter on the use of Artificial Intelligence in judicial systems and their environment, the
document is available online at https://rm.coe.int/ethical-charter-en-for-publication-4-december-
2018/16808f699c, accessed on 06.06.2023.

13 European Commission, High-Level Expert Group on Atrtificial Intelligence, Ethics Guidelines
for Trustworthy Al, 08.04.2019, the document is available online at https://digital-strategy.ec.eu-
ropa.eu/en/library/ethics-guidelines-trustworthy-ai, accessed on 29.02.2024.

14 UNESCO, Recommendation on the Ethics of Artificial Intelligence, 23.11.2021, the document is
available online at https://unesdoc.unesco.org/ark:/48223/pf0000381137, accessed on 06.06.2023.
15 G20, G20 Al Principles, 2019, the document is available online at https://wp.oecd.ai/app/up-
loads/2021/06/G20-Al-Principles.pdf, accessed on 06.06.2023.

16 UK: House of Lords — Select Committee on Artificial Intelligence, Al in the UK: ready, willing
and able?, 16.04.2018, the document is available online at https://publications.parliament.uk/
pa/ld201719/ldselect/Idai/100/100.pdf; Japan: Social Principles of Human-Centric Al, 2019, the
document is available online at https://www.cas.go.jp/jp/seisaku/jinkouchinou/pdf/hnumancentri
cai.pdf; China: National Governance Committee for the New Generation Avtificial Intelligence,
Governance Principles for the New Generation Artificial Intelligence, 2019, the document is avail-
able online at http://www.chinadaily.com.cn/a/201906/17/WS5d07486ba3103dbf14328a b7. html;
Australia: Department of Industry, Science and Resources, Australia’s Artificial Intelligence Ethics
Framework, 07.11.2019, the document is available online at https://www.industry.gov.au/ publica-
tions/australias-artificial-intelligence-ethics-framework; The United States: Executive Office of the
President, Executive Order 13960 on Promoting the Use of Trustworthy Artificial Intelligence in
the Federal Government, 03.12.2020, the document is available online at https:// www.federalregis-
ter.gov/documents/2020/12/08/2020-27065/promoting-the-use-of-trustworthy-artificial-intelligen

ce-in-the-federal-government, all accessed on 06.06.2023.
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private organisations (IBM*', Google®®, Microsoft™®, Tencent Institute?®), NGOs
(Access Now and Amnesty International®, UNI Global Union®) or with the par-
ticipation of all stakeholders (Asilomar Principles®, Montreal Declaration?,
IEEE?, Beijing Principles®). The vast majority of initiatives come from econom-
ically developed countries (the USA, the UK, Japan, Germany, China), with an
under-representation of the Global South?’.

The report by the UN Secretary-General for Digital Cooperation® and
Algorithm Watch? cites the existence of more than 160 instruments or mecha-
nisms to regulate the ethics of artificial intelligence globally as the most effective
proactive strategy to mitigate the risks posed by new disruptive technology. The
plethora of proposed ethical initiatives on artificial intelligence runs the risk of
unnecessary repetition and duplication if the different sets of principles are simi-
lar, or confusion and ambiguity if they differ®. The landscape of ethical principles

7 IBM, Everyday Ethics for Artificial Intelligence, the document is available online at
https://www.ibm.com/downloads/cas/VDO5W3JK, accessed on 06.06.2023.

18 Google, Al at Google: Our Principles, 2019, the document is available online at https://www.
blog.google/technology/ai/ai-principles/, accessed on 06.06.2023.

19 Microsoft, Microsoft Al Principles, 2018, the document is available online at https://www. mi-
crosoft.com/en-us/ai/our-approach?activetab=pivot1%3aprimaryr5, accessed on 06.06.2023.

20 Tencent Institute, Technological ethics at intelligent era — reshape trustworthiness in digital so-
ciety, 08.07.2019, the document is available online at https://tisi.org/10890, accessed on 06.06.
2023.

2L Access now, Amnesty International, The Toronto Declaration, 16.05.2018, the document is
available online at https://www.amnesty.org/en/documents/pol30/8447/2018/en/, accessed on 06.
06.2023.

22 UNI Global Union, Top 10 Principles for Ethical Artificial Intelligence, 2017, the document is
available online at http://www.thefutureworldofwork.org/media/35420/uni_ethical_ai.pdf, acces-
sed on 06.06.2023.

2 The Future of Life Institute, Al Principles, 11.08.2017, the document is available online at
https://futureoflife.org/open-letter/ai-principles/, accessed on 06.06.2023.

2 Montreal Declaration for a Responsible Development of Artificial Intelligence, 2018, the docu-
ment is available online at https://www.montrealdeclaration-responsibleai.com/_files/ugd/ebc
3a3_5c89e007e0de440097cef36dcd69c7b0.pdf, accessed on 06.06.2023.

%5 The Institute of Electrical and Electronics Engineers, Ethically Aligned Design, 2019, the docu-
ment is available online at https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=93986 13,
accessed on 06.06.2023.

% Beijing Academy of Artificial Intelligence, Beijing Al Principles, 28.05.2019, the document is
available online at https:/link.springer.com/content/pdf/10.1007/s11623-019-1183-6.pdf, accessed
on 06.06.2023.

27 Schiff Daniel, What's Next for AI Ethics, Policy, and Governance? A Global Overview, the doc-
ument is available online at https://aies-conference.com/2020/wp-content/papers/030.pdf, accessed
on 29.02.2024.

2 United Nations, Report of the Secretary-General’ Roadmap for Digital Cooperation’, 2020, the
document is available online at https://www.un.org/en/content/digital -cooperation-roadmap/assets/
pdf/Roadmap_for_Digital_Cooperation_EN.pdf, p. 18, accessed on 06.06.2023.

2 AlgorithmWatch, Al Ethics Guidelines Global Inventory, 2020, the document is available online
at https://inventory.algorithmwatch.org, accessed on 06.06.2023.

30 Floridi Luciano, Cowls Josh, A Unified Framework of Five Principles for Al in Society,
29.04.2021, the document is available online at https://papers.ssrn.com/ sol3/papers.cfm?abstract
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is vast, but recent studies® show global convergence around the following: trans-
parency, fairness, non-abuse of artificial intelligence, accountability, privacy.

However, the ethical guidelines on artificial intelligence have some lim-
itations in mitigating and preventing the risks associated with the new technology,
mainly due to the formulation of sets of principles in too broad terms which may
contribute to divergent interpretations®, the lack of balanced participation in their
elaboration which may contribute to ‘ethics washing’*, the lack of legal force to
enforce compliance and legal consequences in case of violation® and the lack of
enforcement mechanisms™.

Due to the fact that ethical guidelines cannot provide full legal protection

_id=3831321, accessed on 01.12.2023; Rees Connor, Muller Berndt, All that glitters is not gold:
trustworthy and ethical Al principles,’ Al and Ethics’, 16.11.2022, the document is available online
at https://link.springer.com/article/10.1007/ s43681-022-00232-x, accessed on 30.11.2023.

31 Fjeld Jessica, Nele Achten, Hannah Hilligoss, Adam Nagy, Madhulika Srikumar, Principled Ar-
tificial Intelligence: Mapping Consensus in Ethical and Right-based Approaches to Principles of
Al, Berkman Klein Center, Research Publication no. 2020-1, the document is available online at
https://ssrn.com/abstract=3518482, accessed on 02.12.2023; Jobin Anna, lenca Marcelo, Vayena
Effy, Artificial Intelligence: the global landscape of ethics guidelines, 2019, the document is avail-
able online at https://arxiv.org/abs/1906.11668, accessed on 01.12.2022; Zeng Yi, Enmeng Lu,
Cunging Huangfu, Linking Artificial Intelligence Principles, the document is available online at
https://arxiv.org/abs/1812.04814, accessed on 02.12.2023; Niels van Berkel, Eleftherios Papachris-
tos, Anastasia Giachanou, Simo Hosio, A systematic Assessment of National Artificial Intelligence
Policies: Perspectives from the Nordics and Beyond, the document is available online at
https://www.researchgate.net/publication/344320861, accessed on 02.12.2023; Hagendorff Thilo,
The Ethics of Al Ethics. An Evaluation of Guidelines, 11.10.2019, the document is available online
at https://arxiv.org/abs/1903.03425, accessed on 30.11.2023; PwWC, Responsible Al —Maturing from
theory to practice, 2021, the document is available online at https://www.pwc.com/ gx/en/is-
sues/data-and-analytics/artificial-intelligence/what-is-responsible-ai/pwc-responsible-ai-maturing-
from-theory-to-practice.pdf, accessed on 06.06.2023.

32 Whittlestone Jess, Rune Nyrup, Anna Alexandrova, Stephen Cave, The Role and Limits of Prin-
ciples in Al Ethics: Towards a Focus on Tensions, AIES 19: Proceedings of the 2019 AAATVACM
Conference on Al, Ethics, and Society, 2019, pp. 195-200, the document is available online at
https://dl.acm.org/doi/10.1145/3306618.3314289, accessed on 29.02.2024.

33 Stix Charlotte, Actionable Principles for Artificial Intelligence Policy: Three Patways,” Science
and Engineering Ethics’, 2021, Volume 27, the document is available online at https://link.springer.
com/article/10.1007/s11948-020-00277-3, accessed on 02.02.2024.

3 Bruschi Danilo, Diomede Nicla, A framework for assessing Al ethics with applications to cyber-
security,” Al and Ethics’, 2022, Volume 3, pp. 65-72, the document is available online at
https:link.springer.com/article/10.1007/s43681-022-00162-8, accessed on 02.01.2022; Stahl Bernd
Carsten, Rowena Rodrigues, Nicole Santiago, Kevin Macnish, A European Agency for Artificial
Intelligence: Protecting fundamental rights and ethical values,” Computer Law & Security Re-
view’, 2022, Volume 45, the document is available online at https://sciencedirect.com/science/
article/pii/S0267364922000097, accessed on 09.12.2023.

% Fukuda-Parr Sakito, Gibbons Elisabeth, Emerging Consensus on’ Ethical AI': Human Rights
Critique of Stakeholders Guidelines,” Global Policy’, 2021, Volume 12, Supplement 6, the docu-
ment is available online at https://onlinelibrary.wiley.com/doi/full/10.1111/1758-5899.12965, ac-
cessed on 13.12.2022; Eileen Donahoe, Megan MacDuffee Metzger, Artificial Intelligence and Hu-
man Rights,’ Journal of Democracy’, 2019, Volume 30(2), pp. 115-126, the document is available
online at https://www.proquest.com/docview/2295528777, accessed on 07.06.2023.
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of individual rights and interests against the risks associated with the new tech-
nology, there has been an increase in policy-makers’ interest in adopting legisla-
tion on artificial intelligence. Ethical guidelines and legal regulation are not mu-
tually exclusive but complementary. Legal regulation can provide clarity and a
binding legal framework for the implementation of ethical principles.

The Ad hoc Committee on Artificial Intelligence of the Council of Eu-
rope, in its studies ‘Towards Regulation of AI Systems’ (2020)* and ‘A4 Legal
Framework of AI Systems’(2021)* considers that a comprehensive legal frame-
work based on the Council of Europe’s human rights standards is needed to fill
the substantive and procedural gaps in ethical frameworks. The European Com-
mission, through the White Paper on Artificial Intelligence— A European Ap-
proach to Excellence and Trust, COM(2020) 65 Final®, proposes a European le-
gal framework for trusted artificial intelligence. In the same vein, there are ap-
proaches to the need for federal legislation in the US or primary legislation in the
UK.

There are, however, opinions that legal regulation in the field of artificial
intelligence is inappropriate given that the law, in general, cannot keep up with
technology®, is not precise enough to regulate complex technology and is too
inflexible to take into account all possible future developments“’, as well as due
to the lack of expertise in the public sector to coordinate policies aimed at new
technology in the industrial sector®’. On the contrary, others* consider that regu-
lation by law is necessary in view of the intensity of the threats posed by artificial
intelligence technology and its impact on the rule of law, democracy and human
rights.

Many countries globally are developing or adopting specific laws to ad-
dress the risks associated with artificial intelligence. The overarching theme of

% The document is available online at https://edoc.coe.int/fr/intelligence-artificielle/9656-towards-
regulation-of-ai-systems.html#, accessed on 08.06.2023.

37 The document is available online at https://edoc.coe.int/fr/intelligence-artificielle/9648-a-legal-
framework-for-ai-systems.html, accessed on 08.06.2023.

3 The document is available online at https://eur-lex.europa.eu/legal-content/RO/ TXT/HTML/?
uri=CELEX:52020DC0065, accessed on 08.06.2023.

3 Taeihagh Arez, Assessing the regulatory challenges of emerging disruptive technologies,” Reg-
ulation & Governance’, 2021, Volume 15, pp. 1009-1019, the document is available online at
https://onlinelibrary.wiley.com/doi/epdf/10.1111/rego.12392, accessed on 16.12.2023.

40 Nemitz Paul, Constitutional democracy and technology in the age of artificial intelligence,
15.10.2018,’ Philosophical Transactions of the Royal Society A: Mathematical, Physical and Engi-
neering Sciences”, Volume 376, Issue 2133 the document is available online at https://royal socie-
typublishing.org/doi/epdf/10.1098/rsta.2018.0089, accessed on 28.02.2024.

41 Calo Ryan, Artificial Intelligence Policy: A Primer and Roadmap, ”University of Bologna Law
Review”, 2018, Volume 3(2), pp. 180-218, the document is available online at https://doaj.org/
article/cc06b2b47fbc4e3d9b6d6835b7fcchea, accessed on 23.02.2024.

42 Nemitz Paul, op. cit.; Clarke Roger, Regulatory alternatives for Al, ”Computer Law & Security
Review”, 2019, Volume 35, pp. 398-409, the document is available online at https://www.science
direct.com/science/article/abs/pii/S0267364919301281, accessed on 27.12.2023.
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the regulations adopted or being adopted globally is to maintain the accountabil-
ity, transparency and fairness of artificial intelligence. According to the 2023 Al
Index Report ™ there will be 37 such legislative initiatives in 2022, compared to
2016 when only one legislative proposal was registered.

At the national level, the United States, through the Algorithmic Account-
ability Act of 2022*, requires companies to assess the impact of artificial intelli-
gence. During 2022, the UK has put forward proposals for the future regulation
of artificial intelligence® that address future risks and opportunities. In the same
year, a regulatory instrument*® came into force in China regulating companies’
use of algorithms in online recommender systems, requiring such services to be
moral, ethical, accountable and transparent. In Romania, a legislative project on
the responsible use of technology in the context of the deepfake phenomenon was
initiated in 2023, aimed at limiting the use of artificial intelligence in connection
with the creation, distribution and storage of digital content®’.

At European level, the European Commission has published a general
proposal for a regulatory framework called the Artificial Intelligence Act®. The
proposed regulation aims to create a harmonised legal framework in the European
Union on the operation and use of artificial intelligence and follows a risk pre-
vention approach: unacceptable risk (new technology poses a clear threat to
safety, livelihoods and human rights: artificial intelligence systems that manipu-
late human behaviour to prevent users from exercising their free will, i.e. those
that allow governments to conduct social scoring); high risk (technology is used
in areas such as critical infrastructure, educational or vocational training, product
safety components, employment, essential public and private services, law en-
forcement, migration, asylum and border control management, administration of
justice and democratic processes), limited risk (applications are subject to spe-
cific transparency obligations —e.g. in the case of chatbot users must be aware

43 Stanford Institute for Human-Centered Artificial Intelligence, 2023 Al Index Report, the data is
available online at https://aiindex.stanford.edu/report/, accessed on 06.06.2023.

44 The document is available online at https://www.congress.gov/bill/117th-congress/house-bill/65
80/text, accessed on 08.06.2023.

45 Department for Science, Innovation and Technology, Office for Artificial Intelligence, Estab-
lishing a pro-innovation approach to regulating Al, the document is available online at https:/
www.gov.uk/government/publications/ai-regulation-a-pro-innovation-approach/white-paper, ac-
cessed on 08.08.2023.

46 The Cyberspace Administration of China, Internet Information Service Algorithmic Recommen-
dation Management Provisions, the document is available online at https://digichina. stan-
ford.edu/work/translation-internet-information-service-algorithmic-recommendation-manage
ment-provisions-effective-march-1-2022, accessed on 08.08.2023.

47 The document is available online at https://www.cdep.ro/pls/proiecte/upl_pck.proiect?cam=2&
idp=20853, accessed on 24.07.2023.

48 European Commission, Proposal for a Regulation of the European Parliament and of the Council
laying down harmonised rules on artificial intelligence (Artificial Intelligence Act) and amending
certain Union legislative acts, 21.04.2021, the document is available online at https://eur-lex.euro
pa.eu/legal-content/EN/TXT/?uri=CELEX:52021PC0206, accessed on 29.02.2024.
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that they are interacting with software), minimal risk (rules do not intervene in
this case). The proposed Regulation also provides for the creation of a framework
for conformity assessment and supervision of compliance with the obligations
and requirements imposed on developers and users of artificial intelligence sys-
tems.

The proposed new EU regulatory framework for artificial intelligence has
been the subject of criticism and debate in the technological and legal community.
Some critics*® argue that the proposed Regulation could limit innovation and pro-
gress of the new technology by placing strict rules and requirements on develop-
ers and users. The proposed Regulation focuses on compliance assessment and
less on fundamental rights impact assessment™, overlaps with Regulation (EU)
2019/881 on cybersecurity® in relation to the certification process which may
undermine the objectives of the certification mechanisms®, i.e. it is not synchro-
nised with the provisions of other EU legislation (such as the GDPR legislation —
it does not provide rights for data subjects and authorities were complaints can
be lodged). The provisions of the future Regulation only offer providers the pos-
sibility to assess risks, there are no provisions for sanctions in case of non-com-
pliance and no authorities to supervise this process®, while compliance of artifi-
cial intelligence products with private standards presents risks®.

49 Mariarosaria Taddeo, On the Risks of Trusting Artificial Intelligence: The Case of Cybersecurity,
Josh Cowls, Jessica Morley (editors), The 2020 Yearbook of the Digital Ethics Lab., Springer,
2020, pp. 97-108, the document is available online at https:/link.springer.com/chap-
ter/10.1007/978-3-030-80083-3_10, accessed on 29.02.2024.

%0 Smuha Nathalie, Ahmed-Rengers Emma, Harkens Adam, Li Wenlong, MacLaren James, Piselli
Riccardo, Yeung Karen, How the EU can achieve legally trustworthy Al: a response to the Euro-
pean Commission’s proposal for an Artificial Intelligence Act, 05.08.2021, "Artificial Intelli-
gence — Law, Policy & Ethics eJournal”, SSRN Network, the document is available online at
https://ssrn.com/abstract=389991, accessed on 29.12.2023; Lane Lottie, Clarifying Human Rights
Standards through Artificial Intelligence Initiatives, “International & Comparative Law Quarterly”,
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As artificial intelligence achieves its goals by processing a large amount
of personal data, there is a collision with all the fundamental data protection prin-
ciples that are laid down in the European General Data Protection Regulation
(GDPR) 2016/679%, considered to be the first legal instrument applicable to arti-
ficial intelligence. At the same time, Directive (EU) 2016/680°° and Regulation
(EU) 2018/1725°" should be mentioned.

Unlike the proposed Regulation establishing harmonised rules on artifi-
cial intelligence, the GDPR proposes a framework based on rights rather than risk
prevention. Although it does not explicitly refer to artificial intelligence, the
GDPR Regulation aims to impose a high standard of personal data protection that
may limit the free flow of data that lies at the heart of the development of the new
technology®®.

There are, however, opinions*® that GDPR would be incompatible with
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artificial intelligence, as the EU Regulation is based on principles such as purpose
limitations, data minimisation, special treatment of sensitive data, limitation of
automated decisions, thus forcing the EU to abandon the application of GDPR.
In addition, the GDPR provisions contain specific rules for certain types of auto-
mated individual decision-making, but not for collective decisions®. From an-
other perspective, the GDPR does not provide for the right to explain all algorith-
mic decisions, but only those that have a legal or significant effect®. On the other
hand, there are views® that it is possible to implement an interpretation of the
GDPR in the case of technologies using artificial intelligence, so as to reconcile
both needs: the protection of subjective data, on the one hand, and the develop-
ment of useful applications on the other.

Standardisation documents are also part of the efforts associated with the
challenge of regulating artificial intelligence. At the level of standards develop-
ment bodies, there is a real effervescence in the preparation of more or less con-
sistent and early-stage guidelines and standards for artificial intelligence. The
StandICT report® identified more than 250 documents in this regard, with the
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International Organisation for Standardisation (ISO), the International Electro-
technical Commission (IEC), the European Telecommunications Standards Insti-
tute (ETSI), the Institute of Electrical and Electronics Engineers (IEEE), the In-
ternational Telecommunication Union (ITU) and SAE International® being very
active in this regard and in various stages of development.

The landscape of artificial intelligence regulation is very diverse and still
in formation. The global nature of the impact of artificial intelligence requires
interstate cooperation and the involvement of all stakeholders, especially as the
Global South is underrepresented at this time. Although many policies and gov-
ernance recommendations have been made, instead of strong government regula-
tion, no concrete set of mechanisms to mitigate the risks of artificial intelligence
has emerged and legislation needs to be adapted®. There is both a lack of regula-
tion and considerable gaps in what we know and can hope to know about the risks
posed by artificial intelligence®. On the other hand, over-regulation or excessive
regulation can hamper innovation and progress of new technology®’.

3. Governance of artificial intelligence

Due to the complexity, the accelerated pace of development, the risks to
which users are exposed as a result of interaction with artificial intelligence ap-
plications, the possibility of use for criminal purposes (fake news, deep fakes,
cyber-attacks, terrorism, warfare, manipulation of the population)® and the cross-
border nature of cybercrime, it is necessary to ensure an adequate system of gov-
ernance® of this information environment at the global level.

The challenges of artificial intelligence can only be effectively addressed
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through international coordination, as its regulation has externalities that go be-
yond national borders®. New governance frameworks can be adapted to ap-
proaches taken to regulate previous emerging technologies*. Given that artificial
intelligence is a transformative technology that offers both great benefits and
poses a number of challenges, effective governance is important to ensure that
ethical concerns and fundamental rights are met.

Artificial intelligence governance is at an early stage’, with research re-
sults showing a predominance of ethics-oriented systems rather than rule-based
systems73.

Soft law is insufficient for reasons such as lack of efficiency (voluntary
nature of initiatives cannot ensure that established principles will always be ad-
hered to), not subject to uniform application standards, governments will face the
challenge of ensuring consistent application of these guidelines in designing the
same Al technologies in different sectors if the principles differ in several guide-
lines and are not well coordinated with regulations, inability to ensure inclusive-
ness and representation of different stakeholders, and not subject to public scru-
tiny’*. By taking advantage of soft law, leading technology companies can at-
tempt to set the ‘ethical AI’ narrative on their own terms and serve as a shield
against regulation (avoiding the introduction of binding legal rules)”, concentrat-
ing digital power in the hands of a few players (‘Big Five’ — Google, Facebook,
Microsoft, Apple, Amazon)®.

On the other hand, it is considered necessary to adopt a centralised frame-
work for the governance of artificial intelligence through the adoption of specific
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legislative instruments’’ (binding legal rules) and governmental institutions’, or
by adapting existing ones (Global Partnership for Artificial Intelligence, ONE-AI
Working Groups adjacent to the OECD Policy Observatory, European Commis-
sion — International Alliance for a Human-Centred Approach to Artificial Intelli-
gence), or by creating new ones (creation of a G20 coordination committee’®,
international governance coordination committee for artificial intelligence®, in-
ternational regulatory agency for artificial intelligence®, institutional alternative
of a new ‘Ombudperson’®), to avoid conflicts of jurisdiction, ensure rules on
cooperation and accountability or coordination and control institutions.

In the face of concerns generated by the use of artificial intelligence, data
governance frameworks® or forms of ‘hybrid’ governance® (considering the in-
creasing role played by non-state actors) have also been proposed.

Possibly human rights will also serve to guide the development and gov-
ernance of the new technology®. Human rights can complement existing ethics
initiatives®. International human rights law provides a universally accepted
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2018/contents/papers/main/AIES_2018_paper_77.pdf, accessed on 21.02.2024.
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82 Simon Chesterman, Weapons of Mass Disruption: Artificial Intelligence and International Law,
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online at https://ssrn.com/abstract=3832563, accessed on 30.11.2023.
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8 Radu Roxana, op. cit., Taeihagh Arez, op. cit.

8 Latonero Mark, Governing Artificial Intelligence: Upholding Human Rights & Dignity, Data &
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framework for analysing, assessing and ultimately remedying the impact of arti-
ficial intelligence on individuals and society®. A number of arguments® are put
forward in support of this governance framework: a) human rights law sets global
standards and accountability mechanisms that specify how individuals are enti-
tled to be treated; b) the EU legal order is rooted in constitutional and human
rights commitments; c¢) the well-developed institutional framework through
which human rights norms are systematically monitored, promoted and enforced
around the world can support/ensure the ethical governance of Al; d) resolution
of ethical conflicts can be carried out by judicial institutions (at national or inter-
national level) responsible for adjudicating cases involving complaints of human
rights violations; €) recognition of human rights law in all national jurisdictions.

4. Conclusions

The technological advance brought about by the emergence and evolu-
tion of new digital technologies brings a number of opportunities to society, but
also challenges related to certain risks to fundamental rights and freedoms, arti-
ficial intelligence being no exception in this respect. Technological and cyberse-
curity risks arising from the use of artificial intelligence technology require pro-
active and convergent measures by policy-makers and organisations developing
such systems, by adopting specific prevention mechanisms. The current regula-
tory landscape for artificial intelligence, while complex and dynamic, is highly
fragmented and non-harmonised, which can lead to legal uncertainty and confu-
sion. For these reasons, in order to prevent the risks associated with the use of
artificial intelligence systems, there must be a global consensus to adopt a specific
legal framework, with balanced participation and representation of all stakehold-
ers, given the ubiquity of the digital space. However, we must bear in mind that
such an initiative is currently difficult to achieve, given the continuous evolution
of this new technology, the dynamics and lack of knowledge of all the associated
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ademic.oup.com/edited-volume/34287/chapter-abstract/290657408?redirectedFrom=full text, ac-
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threats and the lack of consensus in defining the concept of ‘artificial intelli-
gence’. It is particularly important that the future framework incorporates a num-
ber of principles already introduced by ethical standards and legal mechanisms
adopted or proposed, such as transparency, fairness, accountability, privacy and
non-abuse, but ensuring a full balance between respect for fundamental rights and
technological progress.
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